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#1

Evolution of MSS to MDR and XDR:  
What, How, and Why?

EDR  
(Endpoint Detection & Response)

Continuous monitoring of end-user 
devices (computers and servers) to 
detect and respond to cyber threats.



MDR 
(Managed Detection & Response)

Complete monitoring of a network 
and alert escalation to full remediation 
of security events detected.



XDR 
(Extended Detection & Response)

Combines data from multiple 
sources, almost always including 
EDR, but often including data from 
other systems.

To effectively respond to modern threats, 
managed security services (MSS) evolved 
to deliver a new breed of holistic 
solutions: MDR and XDR.



An MDR solution improves the signal-to-
noise ratio of alerts, closing telemetry 
gaps, and narrowing talent gaps. 
Endpoint logs and EDR monitoring 
generate alerts, but they often do not 
provide sufficient detail to contextualize 
the alerts received. 



XDR platforms incorporate data from 
multiple sources, including cloud 
platforms, email, network traffic capture, 
EDR, and endpoint logs, enabling MDR 
providers to contextualize alerts the 
same way their customers do.

#2

Onboarding an MDR – Find a Platform Partner

While references from existing customers are certainly a 
data point, endorsement by a platform provider is solid  
gold (such as the AWS Level 1 MSSP Competency). 

Ask the Right Questions and You’ll Find the 
Right MDR

Consider the type of infrastructure assets you have in 
place (whether hybrid or only cloud based), third-party 
management, high- or low-priority must-haves, pricing, 
remediation and SLA terms, ease of use and access 
through a portal, scalability, and the ability to integrate 
with existing technologies.

Moving to the Cloud Deserves Your Attention

A move to the cloud can be smooth and will deliver the 
promised benefits if done correctly. Without an MDR 
team using the right XDR platform, things can and will  
go wrong. 

Cloud Security Best Practices: 
What You Need to Know 

#3

The long-term success or failure of your organization’s 
move to the cloud depends on your selection of the 
right cloud partner, an experienced MDR solution, and a 
strong XDR platform. Minimize risks before deployment; 
visibility is required from start to finish.

Approach it as More than an EDR: 

The combination of data sources made available by the XDR stack makes the MDR 
staff so much more capable than they would be with a single data source (or even 
multiple non-integrated data sources), so detection happens faster much earlier in 
the Cyber Kill Chain (CKC).

Figure 1. Phases of the Cyber Kill Chain
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Don't Forget the CKC (Cyber Kill Chain): 

In a typical cloud migration project, an MDR vendor will detect at least 10 
indicators of vulnerability and data exposure that can occur across the CKC,  
that an EDR will miss even if installed on cloud servers.

Remember the Whole is Greater Than the Sum  
of its Parts:

The MDR service can only deploy its custom rules because an organization knows  
the MDR won’t cause false positives in the customer environment. It’s the interaction 
with a customer that allows the MDR service to work. 

Cyberattacks have evolved
—has your security?

Complex IT environments, technology 
changes, multiple security point solutions, 
the digital revolution, remote workforces, 
and no specialized security expertise have 
created the perfect security storm. The new 

breed of holistic solutions, MDR and XDR, reduce the burden of managing 
siloed systems and proactively manage risk 24/7 from any location so 
organizations can focus on their critical business.

Deploying an MDR in  
the Cloud: How and 
When the SOC Wins 
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See it in Action:

RunBuggy Securely Delivers 
Vehicle Transport

Challenge


Establish scalable, enterprise-level security and increase visibility in the company’s 
environment and critical assets—and achieve this with a lean IT team that lacked 
deep cloud-security expertise and the ability to scale security with high demand  
and rapid growth.





Solution


Alert Logic MDR platform seamlessly integrated with RunBuggy’s AWS ecosystem 
to provide 24/7 threat monitoring, vulnerability management, endpoint detection, 
and automated response.

Result


RunBuggy achieved 24/7 security management without having to double the 
existing security team. It has faster incident alerting and response and improved 
customer satisfaction, which ensures consistent application availability and 
performance for its customers.

—Max Graupner, Senior Director of Security  
    and Audit, RunBuggy

“With automated alerting, potential 
problems affecting app availability are 
caught before they impact users. We’d 
have to double our staff to do the same 
kind of alerting Alert Logic does for us.”
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Why MDR/MSS Solutions in  
AWS Marketplace?

43%

42%

36%

32%

32%

Take advantage of 
committed spend 

with cloud providers

Accelerate 
time to value

Simplify 
procurement

Standardized 
contracts

Fast access  
to tools*

* Buyers were able to select more than one option, so the total is more than 100%.




Cloud marketplaces will become a core part of the sales and fulfillment infrastructure 
for all software and solutions companies—  predicts public cloud end-user 
spending to soon reach $500B—making marketplaces a true third leg of the GTM 
stool, alongside direct and channel sales.

Gartner

Buyers’ top reasons to purchase 
through a marketplace

AWS Marketplace is a cloud marketplace that enables buyers to search, select, 
purchase, and deploy software solutions in a cloud environment. Cloud marketplaces  
remove friction to facilitate more seamless B2B transactions by offering an ideal 
combination of simplicity and incentives for both buyers and sellers.

Next Steps

Watch the Webinar
How to respond more effectively to modern threats with  

SaaS-delivered security

View On-Demand

Read the 
Whitepaper
Respond Effectively  
to Modern Threats:  

The Evolution to SaaS-
Delivered Detection  

and Response

Download Now

Talk to an  
AWS Expert
Get connected with  

a solution architect who  
can share best practices  

and help solve your  
business challenges.

Get Connected

Discover MSSP 
Competency 

Partners
Find, test, and buy MDR  

and XDR solutions in AWS 
Marketplace to streamline 
your security operations  
and reap the benefits of 

procuring these solutions.

Find a partner 
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