
At Stripe OLT we offer user phishing attack simulation 
and awareness training, so you can turn your number one 
weakness, into your first line of defence.

Phishing campaigns are the most popular attack vector 
used by cyber criminals, in fact, more than two thirds of 
data breaches involve this type of attack. 

Simple employee error, like clicking a malicious link or 
entering personal details, can result in a breach of security, 
significant financial cost to business and irrecoverable 
reputational damage. 

However, with a solid security awareness program, you 
can ensure your business’s defence strategy is robust 
enough to mitigate the risk and protect your business. 

If you do not have the necessary knowledge in place 
to confidently protect your data and client information, 
employee training is essential.

Through automated simulations, quality security 
awareness training, and actionable reporting metrics you 
will safeguard your business from a breach and most 
importantly, the loss of invaluable data.

W H O  I S  I T F O R ?
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Safeguard your business from a 
breach, with phishing awareness 
training.
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It’s common for cyber criminals to monitor and track activity 
before launching an attack, in order to learn how your 
organisation and employees communicate. That’s why it’s 
crucial you have tailored training content, unique to your 
business. 

Within Stripe OLT’s phishing software suite, where we are 
able to produce bespoke campaigns for your employees, we’ll 
engage your employees through an in-depth analysis of social 
engineering tactics, commonly used by hackers and deployed 
via phishing and spear-phishing campaigns. 

We provide two levels of Awareness Training.

W H AT ’ S  I N C LU D E D?
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Our advanced level 2 training programme delves deeper 
into the world of social engineering, and focuses on 
educating your senior leadership team about Spear 
Phishing. 

Spear phishing is a targeted attack at leadership groups or 
senior individuals within an organisation, and relies heavily 
on an attacker’s ability to make an email seem genuine. 
Attackers do their research before attempting a campaign 
and usually it appears to come from a genuine source, 
because of this, our experts will take the time to research 
your organisation, utilising open source information and 
credential checks.

In addition to the basic training provided in Level 1, this 
programme also includes:

• A dedicated E-Learning training portal for users with 
access to pre-agreed course content, to suit your 
business requirements.

• Customisable templates and content that could mimic 
internal e-mails, and even those received from external 
suppliers. 

• Private-Labelling Capabilities - Possibly from your 
existing Managed Service Provider or your Resellers.

• Custom Domain Registration – We will register domains 
similar to your business to deliver these campaigns. At a 
quick glance these can appear to be the same...

L E V E L 2 
E X EC U T I V E  T R A I N I N G

This entry level training programme has been developed 
to promote awareness amongst your workforce, teaching 
them how to identify a phishing attack and what to do if they 
receive one. 

This programme includes:

• A variety of set phishing campaign templates, of which 
you can choose the most suitable for your business. 
Whether you use Microsoft, Google or Amazon products, 
we have access to a range of templates to suit your 
users.

• A selection of set user groups - Campaigns can be 
tailored to suit job role and seniority.

• To ensure we provide accurate results, we provide three 
phishing campaigns to your workforce over 7 days. We 
do this to account for those who may alert additional 
staff members of suspicious e-mails, and to capture 
results from those who may be on holiday. In doing this 
we will provide a true reporting metric, with high level of 
accuracy.

• Once the campaigns have been delivered, we will carry 
out on-site or e-learning follow up training to those who 
failed testing.

L E V E L 1  
U S E R  T R A I N I N G 

At the end of our training programmes, we’ll provide full 
reports detailing our findings, specifically surrounding 
user activity and behaviour. Following this we’ll help you 
implement any necessary remediation steps and advise on 
possible follow up training.
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Adopting an offensive position will reduce the risk of 
a breach. 

In training your workforce, you are able to create a 
cyber security first culture.

K E Y B E N E F I T S

Gain remote and on-site training provided by GCHQ 
certified experts.

Efficient and effective risk remediation.

Gain peace of mind knowing that your business and 
your client data is in safe hands.

H OW M U C H  D O E S  I T CO S T ?

At Stripe OLT, we know there is no ‘one-size-fits-all’ security 
solution, so our plans are tailored to each individual organisation 
and priced per user. 

O U R  B U S I N E S S 
T EC H N O LO GY C L I E N T S

ACC R E D I T E D  PA RT N E R

Microsoft - Gold Certified Cloud Partner

Our Microsoft Gold-Certified cloud consultants have direct 
access to the latest Microsoft training, qualifications and tools; 
which means our workforce are not only experts in their field, 
but are equipped to deliver and implement industry leading 
secure, cloud technologies.

Cyber Essentials PLUS - NCSC Certified

In gaining this practitioner status, our team of experts are 
ideally placed to support clients with their own accreditation 
journey, whilst additionally giving our partners the confidence 
in knowing  that we are fully equipped to provide holistic 
protection across their systems.

CREST - Penetration Testing Certified 

In achieving this globally recognised accreditation, we’ve 
positioned ourselves as a leading provider of penetration 
testing services. In undertaking these stringent assessments 
we have demonstrated that our business processes, data 
security and testing methodologies meet the highest 
standards.

GCHQ - Cyber Securty Training Certified

At Stripe OLT, the APGM Accredited Trainer status has been 
achieved for both offensive and defensive cyber security, 
which means we can deliver robust training courses, 
focussing on Incident Response, Digital Forensics, Managed 
Alerting and Penetration Testing.
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Cyber Security User Education

With our tailored courses you can turn your workforce into your 
first line of cyber defence, with prevention through education.

Cyber Essentials & Cyber Essentials +

Cyber security is essential in today’s digital landscape and any 
business can be at risk, which is why it pays to protect your 
organisation through the government backed, industry-supported 
Cyber Essentials scheme.

A D D I T I O N A L CY B E R  S EC U R I T Y 
S E RV I C E S 

Vulnerability Assessments

At Stripe OLT, we will help you define, identify and classify 
vulnerabilities in your computer systems, applications and 
network infrastructures.

Gap Analysis

In undertaking a Cyber Security Gap Analysis our secuity 
experts will help you determines the difference or ‘gap’ 
between your organisation’s current and ideal state of business 
technology security.

Threat Intelligence 

Our threat intelligence solutions gather raw data about emerging 
and existing threats, both internally and externally, helping you 
identify possible weaknesses, such as leaked credentials or 
newly identified exploits. In doing this we can help you prepare, 
prevent, and identify the threats that could take advantage of 
your valuable resources.

Managed Security Operations Centre

Our managed Security Operations Centre provides businesses 
of all sizes with enterprise-level threat detection and incident 
response capabilities, without the need for heavy internal 
resourcing costs.

For more information about our range of cyber security 
services, get in touch with one of our experts today.


